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More than 50,000 businesses around the world use Box to 
share, manage and access content through our Cloud Content 
Management platform. We adhere to the highest industry 
standards for security at every level of the Box experience. You 
can share, manage and access your content with confidence.  

In addition to a 99.9% network uptime guarantee,  
Box Business and Enterprise customers benefit from:

 Data is encrypted using SSL on 
transfer.  

Manage users, groups and access 
permissions. Monitor file and user 
activity.

Manage complexity requirements, 
histories and forced resets.

Choose editing, viewing, previewing & 
uploading permissions.

Data is encrypted on servers using 
256-bit AES SSL.  

Drill down and generate reports  
on user and file activity.

Option for Enterprise customers  
over standard Box authentication. 

Apply passwords to shared files & 
folders and expiration dates for file 
access. 
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Comprehensive security at every level, for every user

Box.net commits extensive resources to the design, implementation, monitoring and maintenance 
of our security infrastructure. This includes:

• Highly scalable and redundant online infrastructures
• Constant monitoring of production systems
• Ongoing threat assessments
• Rapid deployment of industry-standard security technologies 

Together, from the point users log into Box to how and where files are stored and accessed, 
protection is built in at every level. 

Protection at the application level
• Files uploaded to Box are private by default - you control what is shared

• Shared files can be made private at any time

• Unique, randomly-generated IDs are applied to links for shared files

• Search engine and robot indexing of public files is blocked 

Protection at the network level
• Servers reside behind sophisticated firewall that selectively grants access  
   to network resources

• External penetration testing performed for system security and validation

• Multiple internet backbone connections provide routing redundancy and high 
   performance connectivity

• Intrusion Detection System (IDS) continuously monitors network traffic

Protection at the facilities level
• Servers hosted in redundant facilities, which are automatically backed up to a  
   geographically-separated site. 

• Data centers implement ongoing audits, 24/7/365 monitoring and surveillance,  
   on-site security staff, mantraps and strict access controls. 

• Power systems feature multiple power feeds, UPS devices and backup generators  
   ensure continuous operation

• Environmental systems have N+1 redundant configuration to ensure fault tolerance

If you would like to learn more about Box’s security features, practices and policies, contact our 

sales team at 1-877-729-4269.

“ Box provides valuable 
administrative features, 
which let us easily set 
granular permission 

controls across all our 
content and all our users.”

Christopher High

Sales & Marketing 
Development, Inverness Medical
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